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1 Introduction

The ambition of the PSIRP project is to define a new architectural waist for a Future Internet in
which information is at the very heart of the network’s operation. This new waist of an inter-
networking architecture is defined and specified through a series of deliverables that
addresses a variety of issues related to the project’'s ambitions. These issues range from
design principles over design considerations to outlining design and implementation choices.
This produces a broad set of material that is considered to be helpful for the project as well as
for the wider community in order to further develop the basic ideas and concept of PSIRP into
a workable prototype of this Future Internet.

This document should be approached in this evolving work context. It is an update and
extension to ideas presented throughout the other documents of the project, most notably the
first and second architecture deliverable, D2.2 and D2.3 respectively. Hence, one should not
expect a final specification of our architecture that can be handed to a system engineer for
implementation. Instead, this document sharpens and continues our work in several key
areas. Firstly, we present a section that positions our previous work on design principles and
concepts in the context of defining invariants of our architecture, i.e., properties that we see as
inherent for any design choice based on our thinking. Secondly, we provide an update on
design considerations and choices for major components and areas in our architecture,
ranging from inter-domain functions over identifier considerations to security and transport
considerations. Last but not least, we summarize the key points that we see as the major
contributions of the project’s efforts in an attempt to set out an agenda for future work.
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2 Architecture Invariants

In [PSI09], we outlined the design principles for developing the PSIRP architecture.
Throughout our work, these principles have laid the foundation for a set of invariants of our
architecture, i.e., properties that do not change throughout the implementation and execution
of said architecture. We believe that the formulation of such invariants is an important step in
our development since it constitutes an understanding as to what is fundamental not only for
the design of the architecture but also in its realization. Hence, while the principles focus on
the design, we now conclude that the following properties are fundamental to the actual
implementation of what we have designed so far.

Given that the PSIRP architecture provides a replacement for the IP waist in the current
Internet hourglass, we see the following invariants being provided at the waist level:

e The first invariant is that of flat label identifiers as being the means to identify
information items as the main entities of the architecture. An information item is
generally any collection of data that is relevant within a given application context. It can
represent a principal of a transaction, a policy rule acting on another piece of data, or a
pointer to some imaging data. In our new waist, each information item is identified
using a statistically unique flat label identifier. These identifiers are self-generated and
the associated semantic of the information is only known to the applications generating
the said identifiers. As an example, a video publisher might generate an identifier
through hashing a human-readable name of a video into a suitable identifier”.

e The second invariant is that of scoping as a means for hierarchically ordering
information along certain application structures. Each information item is placed in at
least one scope. There may be one or more global scopes, which make information
items reachable to anybody. A scope, therefore, becomes nothing more than a special
information item, holding other information items within an application-specific
structure. An example of a scope could be a set of pictures or a group of friends in a
social network.

e The third invariant is the service model of the waist, which consists of publishing of
and subscribing to individual information items within a scope. We argue that this
model is conceptually broader than traditional request-response service models that
are largely present in the current Internet although such models can be implemented
through, e.g., including identifiers for response information into the original request
publication with the client subscribing to the response identifiers and the server
publishing to it.

e The fourth invariant is that of providing functions for finding information, determining
a valid delivery graph, and forwarding information (packets) along that graph. It is to be
noted that these functions are often separated in implementation but they may also be
merged as a result of (often local) optimization.

Although the goal of our work is not to show the application of these invariants to ANY
information-centric architecture, we believe that a fundamental architectural discussion is
required around possible properties (and even invariants) of a set of architectures with goals
similar to those of PSIRP. We acknowledge and highly appreciate the contribution of John
Wroclawski (USC-ISI) and Karen Sollins (MIT CSAIL) to this discussion. The formulation of
the PSIRP invariants and the discussion of their potential central role as inherent properties of

! Not an invariant but an important design tool is the notion of algorithmic identifiers. Here, a common algorithm is
utilized among a set of network elements to logically bind information items to a collection of items. Through
such a common algorithm, network elements can determine, for instance, parents or sibling relationships
among information items. Functions like error control, caching, sequencing and others can utilize these
mechanisms but upper layer applications can also effectively order the relations of items through such
algorithmic relations and utilize lower network functions for improved dissemination of such collections.

PSIRP 5(65)
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a certain class of information-centric architecture is a direct consequence of intensive and
ongoing discussion and collaboration with both of them.

2.1 Design Considerations

From our invariants outlined above, a set of design considerations follows that are directly
related to the invariants. More specific implementation and design considerations are
presented in Section 3.

2.1.1 On Layering

The invariant of utilizing labels and scoping for structuring information goes further than
attempting to provide application developers with a more natural way to access the network.
Together with the other invariants, it leads to a concept of layering that describes a new way
to build up a layered architecture — defining a new Internet hourglass.

Referring to Figure 2.1, the invariants of information items within scopes are utilized above the
waist to implement scopes of discourse through the composition of scopes. These composed
scopes can be used as constraints in the pub/sub operations that act upon a particular
information item. With this, we assert, concepts of context, scope of information reachability
and other social constructs can be implemented through recursively applying a scoping
operation.

For instance, a high-level service such as Facebook might constitute a very large scope,
exposed in the global scope(s) for universal reachability towards the members of Facebook.
This larger scope can be further constrained by individual group or friend scopes, eventually
limiting the reachability of the information items residing in these scopes of discourse. The
reachability of the information items to given sets of users, e.g., your friends on Facebook, can
be limited through realizing access control mechanisms for particular scopes. Hence, with this
set of constraining scopes, various communication patterns within social networking

applications can be implemented.

My friends

/)

Groups

9sInoasIp
Jo sadoog

Facebook

P etV AV

uonejuawa|dul
Jo sadoog

nter-domain
forwarding

Figure 2.1: A New Hourglass

In another example, one can represent an organizational structure, in which a corporation is
reflected in the highest scope (within the organization) with further scopes being used to
constrain information to, e.g., business units, departments, groups, or individuals. It is likely
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that a resolution mechanism will exist for resolving human-readable concepts onto the scopes
of discourse and the labelling within each of these scopes.

At the level of the waist, a new API is exposed to the application developer. Proposals have
been made for such a new API, e.g., in [PSI09]. Common to these proposals is the higher
level of abstraction where individual information items are requested through a pub/sub-like
service model, following our third invariant outlined above.

While we utilize the scoping concept above the waist to implement social structures through a
composition of scopes of discourse, scoping is utilized below the waist, too, as scopes of
implementation. Here, the discourse is that of realizing the delivery of information across
actual transport networks. Scopes are utilized to define the boundaries for a functional model
of network functions that determine the dissemination strategy for the information items
residing within a particular scope. Hence, it provides a region of consistency to implement the
necessary functions for dissemination.

As stated in our fourth invariant, these major functions relate to the finding of information, the
formation of an appropriate delivery topology, and the final act of delivery along the formed
topology. As indicated in Figure 2.1, such boundaries can be thought of as node-internal
strategies, link-local strategies, strategies within single domains, or across domains. For
instance, the implementation of the information-centric protocol stack of a PSIRP node
provides a private, node-local scope for inter-process communication as well as scopes for
intra- and inter-domain network functions, utilized for local forwarding, topology management,
rendezvous and alike.

The techniques described in [Jok09] outline an intra-domain forwarding solution, which
effectively implements a series of overlapping link-local scopes within a single intra-domain
scope. In this case, the information is being disseminated as a series of packets transmitted
from a publisher (or domain ingress) node. This level of implementation is possibly several
“layers” under that of the application developer’s original publication since additional network
functions such as segmentation and error control can also be supported as separate scopes
of implementation. This effectively leads to extending a high-level API that is exposed towards
the application developer with functions for memory-like access, as outlined in [PSI09].

The lesson learned here is that having information as a common thread provides an appealing
layering concept where functions of information finding, topology formation and delivery
(forwarding) recursively appear throughout all layers. This enables a commonality in design
that can be utilized for developing a rigid design framework for an overall architecture. While
we can see examples for such layering in work such as [PSI09, Fot09], its benefits are still
open to evaluation. Only the development of a coherent design framework based on such
layering is likely to provide the insight needed for assessing the potential benefits of this
design.

2.1.2 On Separation of Functions

We stated above that the existence of functions for finding information, building a delivery
graph, and forwarding information along this graph is a crucial invariant of our architecture.
This brings up the issue of separating these functions or merging them for implementation
(and often optimization) reasons. It is vital to understand that this issue is important in the
nature of implementing a scalable information-centric architecture. The following example is
constructed to underline this point.

Let us think of a social networking very much akin to today’s solutions, like Facebook. A large-
scale social network such as Facebook is likely to be distributed all the over the world in terms
of publishers and subscribers. In other words, one can think of it as a social construct that is
unlikely to be locally constrained. We assume that there is at least one scope of discourse that
is hosting the information space of the social network.

PSIRP 7(65)



y PS|RP Document: FP7-INFSO-ICT-216173-PSIRP-D2.5
x PUBLISH-SUBSCRIBE Date: 2009-08-26 Security: Public

DAL FOUTING Status:  Completed Version: 1.0

There are now two options for implementation. First, let us consider one that is similar to
today's Facebook in which the identifier “facebook.com” points to a (set of) server(s) that
“host” the service Facebook. Hence, all publications to the Facebook scope are in fact
uploads, i.e., any subscription to a hamed data piece is in fact routed to the Facebook server
farm. In this case all information has in fact a location by virtue of the upload operation to a set
of dedicated servers, whether one wanted it or not.

Let us then consider another approach that builds on the power of storing the data at the
publisher or at any other node. In this case, the social network is represented by the grouping
through the discourse scope representing the social network. This is appealing to a company
like Facebook since it still allows control over the data by virtue of possible access control and
profiling of usage patterns while relieving Facebook from the burden of hosting the actual
data, and therefore reducing overall costs of their operations. Any entity that happens to have
a particular information item (such as a status update or photo) can provide the information to
the interested subscriber.

In this form of a social network, what would happen if functions of finding and delivery were
not separated? For that, we assume a similar operation as implemented in CCN [Jac09]. An
interest in a specific social network information item is broadcasted within a single domain with
one or more nodes replying with the requested information. If the content is not available in
the domain, a content router [Jac09] forwards the interest request to any domain that hosts
the information. When a content router receives an interest request, it broadcasts the request
locally in order to possibly retrieve the item. Hence, in this implementation, finding information
and routing along a delivery graph are folded into a single operation.

What does this mean for our scenario? In CCN terms, the discourse scope would be
represented by a single domain, say “facebook.com”, with content within that domain being
represented, e.g., as an XPath representation. Given the widespread geography of publishers
in our social network, this would require that almost ANY content router in ANY domain would
need information about ‘facebook.com'. But what would this information be since there is no
single domain that hosts the data anymore, i.e., some facebook.com data is likely to exist in
ANY domain worldwide? As a result, ANY status update of ANY social network member is
likely to be spread over many, if not all, domains in the Internet! If we couple this with the local
broadcast of interest requests upon reception of such a request, the operation amounts to a
global flooding of status updates in any network that might hold viable information about this
social network.

What is the lesson to be learned here? It is that, if information is location-less (which is often
the case), finding the information needs to be separated from the construction of an
appropriate delivery graph, in order to optimize the operation of each of these functions. This
motivates the introduction of an explicit (global) rendezvous service in the PSIRP architecture
[PSI09]. However, it does not exclude solutions for (implementation) scopes in which functions
are merged for optimization reasons. The choices of implementing the functions (either
separated or optimally joined) is realized within the layering concept of Section 2.1.1 in which
such implementation scope provides a region of consistency for implementing the functions.

PSIRP 8(65)
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3 Update on Architecture Components

In this chapter, we present updates of the designs of various architectural components. These
include inter-domain functions and various problems that need to be tackled in operations as
well as design and security considerations for various components and operations. As
outlined in the introduction, this material should be read in the context of existing work that is
presented in the previous architecture deliverables D2.3 and D2.4.

3.1 Inter-Domain Topology Formation

Within the PSIRP architecture, the Inter-domain Topology Formation (ITF) function essentially
provides “high-quality” routes to customers, including both end-users and ISPs. The technical
challenge is then to optimally match the various and sometimes conflicting requirements this
implies. Ideally, we seek to guide ITF technical design choices with regard to wider socio-
economic factors including technology supply, market conditions, user concerns (e.g.
security/privacy) and regulatory actions.

In this section, we summarise our progress in this field. Firstly, Section 3.1.1 employs
modelling techniques to consider likely Internet evolution scenarios and identify any
consequences for ITF architectural design. Section 3.1.2 then emphasises the crucial
importance of ITF security/privacy considerations, considering a variety of security-related
design choices for implementing an ITF function within PSIRP. Lastly, Section 3.1.3 details
specific (preferred) options for ITF implementation and considers the likely consequences in
practice.

3.1.1 Design Considerations
In the current ITF context, we have identified four scenarios as particularly relevant:

1. Finance: focus on the reliance on highly resilient links for financial transactions
2. Technology: focus on a possible breakdown of technology cycles

3. Routing: focus on possible routing choices

4. Privacy: focus on possible backlash against privacy evading technologies

Details are discussed below but we note that the first two cases are relatively simple (serving
largely to calibrate and validate the models) while the remaining two scenarios are more
PSIRP-specific. To help understand the broader socio-economic issues, we employed a
socio-economic evaluation approach that is based on “Systems Dynamics” modelling and
simulation techniques. Previous work [PSI10] has described our general approach and
methodology, identifying key variables (“stocks”) and their dependencies (“flows”), as
summarised in Figure 3.1 below.

With regard to the model itself, the fundamental behaviour is a flow of technology solutions to
ITF providers, controlled by the regulator and subject to various feedback loops. The regulator
responds to user concerns and (typically) seeks to limit market growth to ensure reasonable
competition. PSIRP’s success will obviously be dependent on both perceived usefulness (i.e.,
market demand) and compatibility of technical design choices with the prevailing socio-
economic climate. Positive market feedback may be countered by negative regulatory
feedback, depending on the specific scenario.

The central role of the number of ITF providers is emphasised by its strong connectivity to
other variables in the model. In particular, industry/end-user concerns and the effect of hype
were assumed to be triggered by appropriate threshold parameter-values for the number of
ITF providers. A delay between regulatory decisions and actions was also introduced to
provide additional flexibility and realism. From a modelling perspective, the current trend

PSIRP 9(65)
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towards collaborative regulation [Hui02] may also be captured by allowing parameters to
assume flexible values (in order to perform a “sensitivity analysis”).
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Figure 3.1: ITF Stocks and Flows

For definiteness, as a “base case” for model calibration and validation, we assigned
parameter-values for the rate of both technology and market development, together with other
variables, as shown below.

Quantity Value Units
Technology development rate 30 solutions/year
Market development rate 20 providers/year
Threshold for industry/end-user 30 number of
concerns providers
Threshold for hype 50 number of

providers
Regulatory delay 3 months

Table 3.1: Base Case Parameter-Values

3.1.1.1 Model Calibration

For Scenario 1, we envisaged a situation where the available capital investment changes
markedly over a 20-year timescale, expecting a differential impact on PSIRP take-up relative
to more conventional network offerings. In view of recent global economic upheavals,
fluctuations in the wider economy (e.qg., telecom bubbles vs. global recession) could obviously
strongly affect PSIRP’s viability/success; this is particularly true for a new technology seeking
to establish a foothold against incumbent competitors. In terms of our model, we allowed
market development to oscillate from “boom to bust” over 5-year cycles and compared
behaviour with the base case.

As expected, results in Figure 3.2 demonstrate that the number of ITF providers is very
sensitive to such fluctuations, varying in sympathy with investment fluctuations due to a strong
feedback via hype to perceived usefulness. Our model suggests that the corresponding effect
on ITF solutions is much less marked. Varying investment only influences ITF solutions via
secondary feedback through end-user competition concerns to the regulator. At a deeper
level, this emphasises that judgements on how investment affects providers and solutions
(simultaneously) will be crucial to both modelling (where the coupling between such influences
must be parameterised) and ultimate PSIRP success/failure.

PSIRP 10(65)
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Finance Scenario 1
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—m— Modified
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Figure 3.2: Finance Scenario

With regard to Scenario 2, both memory and processing limits might represent serious
technological causes for concern [Mey07] in rolling out any new technology. Historically,
Moore's Law tended to ensure technology scaled at rates surpassing the growth rate of
information but the Law (arguably) does not apply to building high-end routers; growth in
resources available to routers could eventually slow down and may even stop, while network
demand continues to grow. It seems intuitive that, as a new entrant, PSIRP will be particularly
vulnerable to any sustained technological slow-down. To explore likely consequences within
our model, we modified technology development to simulate a progressive breakdown of
Moore’s Law in 5-year discontinuous bursts, once again comparing with the base case.

Technology Scenario 2

# Providers # Solutions
1200 35
1000 + 30
800 | 2
eo0 I 20 |omm Prwiu?]ers
15 | —e—Sclutions
400 + 10
200 + 5
0 - 0
S 9 o o ®
Years

Figure 3.3: Technology Scenario

Results in Figure 3.3 show a strong tendency for the number of ITF providers to rise
(exponentially), modulated by the periodic burstiness in technology flow. In our model,
decreasing the flow of ITF solutions lessens regulatory feedback control exercised over ITF
providers, which experience a surge in growth due to the investment stimulus. This
emphasises the critical interaction between positive market feedback and negative regulatory
feedback, as mentioned above. In a practical situation, it would be necessary for the regulator
to react more quickly to changing socio-economic conditions [Vai09].

Our experience with the Finance and Technology studies provides strong confidence that the
model successfully captures system behaviour in an intuitive fashion. We now consider the
more PSIRP-specific Routing and Privacy scenarios.

3.1.1.2 (Inter-domain) Routing Scenario

With regard to inter-domain routing and connectivity, PSIRP essentially offers the possibility
for providing high-quality (VPN-like) routes at a (premium) price through dedicated ITF
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providers. In this scenario, we investigate the trade-off between likely performance (e.g.,
delay) improvement [Quo0O7, Raj08] and price, to better understand the market for such
services and implications for ITF design decisions.

There is a general regulatory trend away from legalistic requirements towards more co-
operative regimes with shared/devolved responsibility. Previous modelling work [Vai09] has
tended to reflect this, focusing on how telecommunication regulation must become more
flexible in the face of potentially disruptive technology changes. Failure to do so will inevitably
compromise the delicate balance between regulatory control and innovation. From a provider
viewpoint, we also note the trend towards partial transit, paid peering and multi-homing, which
could significantly affect ITF design choices; similarly, net neutrality remains a hot topic with
potentially significant implications for network access regulation.

To study these effects within our model, we introduced an ITF advantage reflecting how
improved PSIRP performance would be expected to increase perceived usefulness of an ITF
service. In principle, the ITF advantage is itself dependent on many other factors, as depicted
in Figure 3.4. Apart from direct performance improvement, these might include user incentive
to interconnect and specific PSIRP architectural design choices.
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Figure 3.4: Routing Stocks and Flows

For modelling purposes, we assumed an initial take-up as users became increasingly
prepared to pay more for better service, eventually levelling off and then terminating over a
more extended period as users gradually came to regard such improvements as “normal
service”. As shown in Figure 3.5, the number of ITF providers behaves qualitatively as in the
base case (Figure 3.2), first rising then falling back towards a regulatory plateau. However, in
the longer-term the market becomes increasingly sensitive to variations in ITF advantage with
less evidence of a stable plateau as ITF advantage falls towards zero. Once again, the critical
interaction is between positive market feedback and negative regulatory feedback, as already
emphasised in Technology Scenario 2.
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Figure 3.5: Routing Scenario

3.1.1.3 Privacy Scenario

This scenario explores tradeoffs between the importance of the various user choices and
consequences for PSIRP ITF design decisions, such as the balance between source routing
and topology hiding (emphasising importance of pub/sub and ISP choice, respectively). In
particular, we investigated a situation where pub/sub choice was paramount due to customer
anger at a series of privacy lapses, leading to adverse ITF publicity and consequent user-
backlash.

In general, the dramatic increase in computing power, bandwidth and storage capacity has
radically increased the ability of organisations to collect, store and process personal data. This
is a potential cause for concern [Bro09]. On the one hand, new technologies like ubiquitous
computing, surveillance technologies, biometrics, behavioural advertising, or social networking
provide a hitherto unknown capability for eroding privacy. On the other hand, general social
and political fears of terrorism or organised crime may drive both public and private authorities
to make use of these possibilities. Overall, these developments are generally thought to pose
a serious challenge to existing privacy laws and principles. Cybercrime remains a major issue
for policymakers and law enforcement agencies. Besides problems with fraud, key concerns
include malware, spam and cyberwar attacks.

As an obvious privacy-related example, we might mention eHealth and telemedicine
applications. While the medical and economic benefits of integrated health information
systems may be substantial, the usual public policy concerns associated with large-scale
information systems apply. Given the extraordinary sensitivity of personal health data, special
attention must be given to issues of privacy and IT security. A key challenge will be to make
the best possible use of eHealth technologies for the benefit of the patient while complying
with local privacy and security regulations.

Within our model, the significance of design choices (PUB/SUB for our chosen scenario) is
measured by their compatibility with the current socio-economic situation. Once again, each
choice is itself dependent on many other factors, as shown in Figure 3.6 where PUB/SUB
choice will depend on a mix of user concerns for security and trust, access regulation and the
user-1SP tussle over routing control [LakO4].
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Figure 3.6: Privacy Stocks and Flows

Proposed scenario

In modelling such a scenario, we parameterised the pub/sub choice assuming a series of
major privacy/security incidents occurring every few years, each lasting several months. As
expected and shown in Figure 3.7, the number of ITF providers behaves similarly to the base
case. However, longer-term behaviour is heavily modulated by fluctuations in regulatory
pressures, caused by user-backlash. Our model suggests this is at least a 10-20% effect. If
regulatory effects were actually somewhat weaker than assumed here, market forces would
ultimately cause the number of ITF providers to rise exponentially, as observed in Technology
Scenario 2. Again, this emphasises the critical interaction between competing positive market
feedback and negative regulatory feedback.

Privacy Scenario 4
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Figure 3.7: Privacy Scenario

3.1.1.4 Summary

In light of the modelling and analysis carried out, the following broad conclusions may be
drawn:

e Our model successfully captures system behaviour in an intuitive fashion; in a typical
scenario (Figure 3.2 base case), the number of ITF providers initially rises and then
falls back towards a regulatory plateau.

e The market is very sensitive to investment fluctuations due to strong feedback via hype
to perceived usefulness; our model suggests that the corresponding effect on ITF
solutions is much less marked; more generally, judgements on how investment might
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affect both providers and solutions simultaneously will be crucial to PSIRP
success/failure.

e The competition between market and regulatory feedback is critical; our model
suggests this is at least a 10-20% effect (e.g., Privacy Scenario), underlining the
importance of tuning ITF architectural design choices to the prevailing socio-economic
situation.

e If regulatory effects were relatively weaker than assumed here, market forces
(reinforced by ITF advantage) would ultimately cause the number of ITF providers to
rise exponentially.

e Similarly, the regulator must be ready to react sufficiently rapidly to changing socio-
economic conditions (e.g., user-backlash)

The overall conclusion must be that the ideal ITF architectural design will represent a
compromise amongst all these influences, with particular emphasis on security/privacy
aspects. Accordingly, security considerations are discussed in more detail below.

3.1.2 Security Considerations

In previous deliverables, e.g., [PSI10], the role of the ITF, or Inter-Domain Topology Formation
function was explained. This function takes information about the location of subscribers,
together with network information and policies and preferences from different parties in order
to choose a forwarding path (or tree). What is not clear is how the ITF interacts with other
functions in the architecture. This section seeks to provide some preferable architecture
options based upon an analysis of the information involved and potential security concerns,
classified along the following dimensions:

e Initiator: The publisher interacts with the rendezvous function to obtain information
about subscribers (such as their attachment network). This information may be
returned to the publisher who then initiates the communication with the ITF.
Alternatively the rendezvous system may initiate the contact with the ITF on behalf of
the publisher. A final option is that the attachment network has an agent that
communicates with the ITF. Such an agent could be the local network rendezvous or
topology formation function, residing however within the same trust boundary as the
local forwarding network.

e Recipient: Although we would usually assume that the recipient of information from
the ITF might be the initiator of the forwarding path request, this may not be the case.
For example, even if the publisher communicates with the ITF, the forwarding path
may be returned only as far as the local forwarding network, with the remainder hidden
from the publisher. The publisher is then given a path only as far as the forwarding
network that holds the rest of the forwarding path information.

o Control point(s): Where is the forwarding path actually selected? At one extreme the
ITF may supply all relevant forwarding information leaving the choice and construction
of the forwarding path to other parties (such as the publisher). At the other extreme the
ITF will receive all concerns and policies and decide upon the best forwarding path.
Intermediate ITF solutions may provide a restricted range of forwarding information or
paths, leaving the final decision to another party (such as the publisher). In this case
the ITF trusts the publisher (or other party) with more information, but the publisher
may hide some of their concerns and eventual choices from the ITF.

o Level of client information: Different levels of information may be returned by the
ITF. Loosely we can consider that the ITF may return a single constructed path,
multiple paths, or a collection of path segments. In the latter two cases the publisher
(or other entity between the publisher and the ITF) is left to make the final path
decision (or even use multiple simultaneous paths).
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o Level of network information: It is not yet clear how end to end forwarding paths are
expressed. Options include each forwarding network sharing zFilter paths across their
network (that can then be aggregated to form an end-to-end path) or using virtual
paths for transition routes across forwarding network. Such virtual path identifiers can
then be replaced/supplemented by a local network zFilter. Other options may be to use
AS identifiers or finer-grained waypoints within the networks. The level of information
supplied by each forwarding network (via their internal topology management) to the
ITF determines what level of information may be supplied onward to the publisher or
other parties and may depend on the trust between the forwarding network and the
ITF.

3.1.2.1 Information Issues

We shall now briefly address the various issues that arise by passing information between
components of the architecture.

Information Passed to ITF from Forwarding Networks:

¢ Forwarding path information; this includes potential routes along with information about
resilience, QoS, congestion etc.

o Forwarding path policies; these policies reflect a bias or restriction on the use or
aggregation of the forwarding paths.

The forwarding network is assumed to have a trust relationship with the ITF provider that
allows the ITF to establish policy conformant paths on behalf of the forwarding network. The
ITF acts as a trusted point between multiple forwarding domains that are potentially
competitors (while having to work together to form an end-to-end path). The forwarding route
and policy information is competitive information and should not be shared with other
forwarding networks. If forwarding network information is passed beyond the ITF it is assumed
that the information will be de-sensitized (e.g. through aggregation or limited route choices) so
that this information is no longer commercially sensitive to other forwarding networks. Detailed
forwarding information can also potentially be used by the publishers to abuse or attack the
network.

Information Passed to ITF (originating) from the Rendezvous System

e Subscriber location; this location information needs to match the level of the forwarding
information; if the ITF is constructing routes between ASs, then the set of ASs covering
the subscribers needs to be known; alternatively a set of waypoints (nearest to the
subscribers) may be required instead.

The network locations of subscribers are confidential information between the subscriber and
the rendezvous system. However, the ITF does not require subscriber identities or even their
number within each forwarding network — only that some subscribers exist. Although this
desensitizes the subscriber information it is not necessary for any party other than those
exhibiting control over the forwarding path selection to have this information. Thus if the
publisher is not controlling the path selection, such information would ideally only be shared
with the ITF.

Subscribers may also have preferences and policies about how they want information to be
delivered. Since PSIRP is a subscriber driven architecture it is preferable to allow subscribers
to not only subscribe to information, but to have some say in how they want it delivered. This
is technically difficult since there may be many subscribers and meeting the interests of all
subscribers may not be in the interests of the system as a whole. For example, if different
subscribers were to select different Quality-of-Service classes, then should all subscribers
subsidise the high quality shared links nearer the publisher? Ultimately the issue is an
economic one, but it also means that such subscriber information has to be communicated to
the ITF to allow it to make the routing decision and facilitate accounting between the
forwarding networks.
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Information Passed to ITF from the Publisher

This information will include publisher credentials (which can be matched to ITF or forwarding
network policies), along with the publisher’'s own policies or preferences that affect the chosen
forwarding path(s). For example the publisher may request a specific QoS, or request multiple
redundant paths with specified isolation properties. The requests of the publisher will often be
confidential in terms of both the request and the path information passed back. Such
information can be used to analyse the network activities of the publisher (e.g., destination
networks, degree of multicast, subscriber churn, QoS preferences etc.).

Information Passed from the ITF

The ITF may propagate selected network path and policy information, or may pre-compute
partial or full paths. Such information can be used to route packets across the network. Paths
may be signed by the ITF stating that they conform to specific policies and are available only
to a single publisher. This can prevent unintended parties from using the path. Depending
upon the representation of the path, this information may also be used to derive network
topology and policies and also to isolate partial path information that could then be used to
form non-compliant paths. This latter misuse may be stopped by the lack of an ITF signature.

Partial path information may be subject to more abuses since it may be used to form non-
compliant paths. The ITF will be unable to sign the complete path unless conversations occur
between the controller (e.g., publisher) and the ITF. Furthermore, the more detailed the path
information, the more knowledge an attacker will gain about network topology, and the more
sensitive business policies will have to be shared beyond the ITF.

3.1.2.2 Security Issues
How the ITF communication is arranged depends largely upon two considerations:

e Who is trusted to see the various types of information?
e Who is trusted to make control decisions?

In choosing an ITF communication design, we are balancing the security requirements of
multiple parties. For example, the publisher may prefer to see all forwarding information and
make its own choices. However, the forwarding network will not trust the publisher with
detailed forwarding or policy information or to adhere to its business policies. Fortunately there
are a number of other actors (such as the ITF, rendezvous system or ISP/attachment network)
that may act as trusted intermediaries, hiding information from each party and making trusted
control decisions.

Forwarding Network — ITF — Publisher Tussle

Both the forwarding networks and the publishers have some trust relationship with the ITF.
The forwarding network trusts the ITF to establish policy conformant routes, yet protect the
forwarding network’s confidential information. The publisher also expects the ITF to establish
a best/fair route complying with its own preferences (which is true even if the ITF is hidden
behind, or encapsulated within, a forwarding network or rendezvous service). However, the
publisher may not trust the ITF with all of their preference information, seeking to make the
final forwarding decision itself. This will create a tussle between the publishers and the
forwarding networks, and it seems that the forwarding networks will hold the upper hand. The
ITF will have no business if the forwarding networks do not share information with it, and they
will not do so if their networks and businesses are compromised by the ITF sharing
information with unknown publishers. On the other hand, it seems that a large majority of
publishers will have little concern that the ITF, with whom they already have a certain level of
trust, has visibility over the forwarding preferences.
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Figure 3.8: Tussles

This conflict is shown in Figure 3.8 as the ‘network data tussle’. In this diagram a single ITF is
shown interacting with a single publisher and subscriber. The rendezvous systems, for
simplicity, are shown as a single component. In a real system the rendezvous function would
be distributed and under the control of multiple rendezvous operators. The diagram also
shows a limited number of forwarding network functions, under the assumption that the
publisher and subscriber each have an ISP to which they perform network attachment. In
reality these parties may multi-home and also operate or participate in other local networks
with different degrees of trust to that of an ISP.

Perhaps a more compelling reason to share more fine-grained information with the publisher
is to allow a more scalable and dynamic forwarding selection without continual recourse to the
ITF.

Subscriber/Rendezvous — ITF — Publisher Tussle

Along with the tussle described above, there is a separate conflict involving the subscriber’s
information. This is shown as the ‘subscriber data tussle’ in Figure 3.8.

Ideally, subscriber information should not be shared with the publisher (or vice-versa) since a
pub/sub network should provide decoupling between these parties. A publisher should be able
to publish without knowing any details about the subscriber set, although a ‘quench’ control
may be used to prevent the publisher wasting network resources if no subscribers exist.

Subscribers must share subscription information with one or more rendezvous systems, and
also attach to one or more forwarding networks. It is likely that such a subscriber ISP network
will also operate a local rendezvous component in order to be able to perform intra-domain
routing and route inter-domain traffic to local subscribers.

At least summaries of subscriber locations (for example end network identifiers) must be
communicated to the ITF in order to construct a forwarding path. This implies that the chosen
ITF must be trusted by both the publisher (e.g. to provide a good forwarding path) and the
subscriber/rendezvous system (not to reveal or analyse subscriber location and behaviour).

Another question is how trusted other elements, such as the publisher or publisher attachment
network or ISP, may be to the subscriber (and rendezvous system on behalf of the
subscriber). Such elements may be involved in conveying information from the rendezvous
system to the ITF or may actually use such data (for example, if the publisher is involved in
route construction/selection).
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Although we have described the problem as the ‘subscriber data tussle’, we must also be
aware of the concerns of the publisher. For example, even if the publisher did not choose the
ITF it must trust it to hold confidential information on routing requests and provide routes
without any subversion or prejudice. If the rendezvous system participates in the
communication between the publisher and the ITF, then that rendezvous system must also be
trusted by the publisher.

3.1.2.3 Design Patterns

The discussion above leads to the identification of several design patterns for the architectural
components interacting with the ITF. In this section we present some of these basic patterns
and discuss their merits. The first four patterns deal with the interaction between the
rendezvous system and the ITF. The next three patterns then deal with the amount of
information and control given away by the ITF. Thus, one of the first four patterns may be
combined with one of the latter three to provide an overall design choice.

Al) Trusted Publisher Pattern: In this design, choice the publisher acts as the initiator and
communication hub between the rendezvous system and the ITF. As shown in Figure 3.9, the
publisher will interact in separate transactions with the rendezvous system, followed by the
ITF. This has the obvious advantage that each transaction can be controlled separately and
the publisher can detect and repeat any failed communication. In addition, no overall
transaction state is held by the network (leading to potential scalability and DoS problems).

Puklisher sees | = [
Subscriber (summary) /@‘ |a
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Figure 3.9: Trusted Publisher Pattern

The publisher obtains aggregate subscription information from the rendezvous system. This
information is visible to the publisher (therefore, to some extent, compromising subscriber
confidentiality). In addition the publisher may be expected to honour subscriber preferences
(such as the choice of ITF or routing policies). This therefore implies that either the publisher
is trusted to make such a decision, or that the community of ITF providers will insist on seeing
aggregate Subscriber preference information signed by a trusted rendezvous provider
(discrete per subscriber information signed by each subscriber would reveal too much
subscriber information to the publisher).

The publisher passes the subscriber information along with its own preferences to the
selected ITF. The ITF then calculates the forwarding path and passes the forwarding
information back to the publisher.

A2) Direct Rendezvous-to-ITF Pattern: In this pattern, as illustrated in Figure 3.10, the
publisher engages the rendezvous system, but the subscriber information is passed directly to
the selected ITF without going back to the publisher.
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Figure 3.10: Direct Rendezvous-to-ITF Pattern

Although this obviously protects the subscriber Information from the publisher, the publisher
must reveal routing preference information to the rendezvous system so that this can be
passed along with the subscriber information to the ITF. In a slight variant, the publisher
information may be encrypted so that it is visible only to the ITF. In any case the choice of ITF
is revealed to the rendezvous system. If the publisher makes the ITF selection, then the ITF
must be known and trusted by the rendezvous system (since otherwise the ITF may collude
with the publisher). This pattern potentially has some problems due to the fact that the
rendezvous-ITF interaction is hidden from the publisher. Thus, the publisher relies on the
rendezvous system to manage communications failures to the ITF.

Return communications from the rendezvous system and the ITF can be passed directly to the
publisher (through the publisher subscribing to such information).

A3) Tunnelled-through-Publisher Pattern: A variant on pattern A2 is to ‘tunnel’ the
communication from the rendezvous system to the ITF via the publisher. This maintains the
subscriber confidentiality but allows the publisher to control the transaction with the
rendezvous system and ITF separately.

To achieve this type of interaction, the rendezvous system encrypts the subscriber information
with the ITF key. Thus, the choice of ITF must still be known to and trusted by the rendezvous
system. This pattern is shown in Figure 3.11.
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Figure 3.11: Tunnelled-through-Publisher Pattern
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A4) Forwarding Broker Pattern: If patterns A1, A2, And A3 are all unsuitable because of the
lack of trust between the publisher, rendezvous and ITF, we can introduce a broker that is
trusted by all these components. Since the ISP forwarding network (potentially) already carries
the communication between these components, it is a small step to involve it in the
rendezvous and ITF functions.

In this pattern, a forwarding network operator introduces a rendezvous and ITF broker
function. Although there may be several forwarding networks between the publisher, the
rendezvous and the ITF systems, the forwarding network chosen for this task should be
trusted by the rendezvous and ITF and used for communications to both of these functions.
Therefore, such a forwarding network may be the publisher’s ISP.
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Figure 3.12: Forwarding Broker Pattern

As illustrated in Figure 3.12, the publisher is interacting with the rendezvous system via a
rendezvous agent that resides in the forwarding network. This may already be a natural
communication pattern since the local ISP is likely to host a local rendezvous system that can
also take on the role of the broker between the ITF and “foreign” rendezvous systems.

B1) Control at the ITF Pattern: Once the ITF has received information about the subscribers,
along with publisher preferences, it can use the information received from the forwarding
networks to make route selections and construct the forwarding path (e.g., a zFilter). If the
control is maintained by the ITF, then the publisher will receive a zFilter suitable for inter-
domain forwarding to its subscribers.

This model will be used where the publisher is not trusted with finer grained forwarding
information (for example partial paths or multiple paths).

B2) Control at the Publisher Pattern: In this model, the publisher is trusted to share the
route selection with the ITF. The ITF will perform some initial route candidate selection from
the wealth of forwarding network information. It will then pass the route candidates or partial
computed paths to the publisher. The publisher is then free to construct or choose between
the final paths.

This model reveals more information to the publisher, but conversely allows the publisher to
hide some final route selection criteria from the ITF (e.g., choice of route to avoid particular
forwarding networks). It also allows the publisher to respond dynamically by adjusting its
forwarding paths without recourse to the ITF for every route adjustment (for example, allowing
handover between multiple paths).

B3) Control in the Forwarding Network Pattern: Similarly to pattern A4, the forwarding
network can operate some part of the route selection function. At one extreme this can involve
not passing any route information to the publisher at all (if the publisher is not even trusted to
see the inter-domain zFilter), holding the forwarding path information in a topology agent and
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providing the publisher with only a link to the topology agent. In other variants, meaningless
identifiers can be provided to allow the publisher to choose alternative routes without exposing
the zFilter.

Such a topology agent must be trusted by the ITF to hold the route information as well as be
trusted by the publisher to make the correct route decisions on its behalf. This pattern is
shown in Figure 3.13.
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Figure 3.13: Control in the Forwarding Network

The patterns above illustrate some simple design choices in order to understand and discuss
architectural options for implementing an ITF function. These are intended to serve as starting
and discussion points rather than final designs. It is important to note that any final design
does not have to conform to a single pattern but may provide a hybrid approach. Thus for an
architecture that is designed for both trusted and untrusted publishers, we might provide an
optional rendezvous and topology Agent in the forwarding network. In any hybrid approach,
the discussion then focuses on who has control of which option is taken during run-time.

In the following section, we elaborate on one hybrid model that caters to a wide range of
different trust relationships and forms our preferred design for a general-purpose (e.g.,
Internet) PSIRP architecture with both business and consumer services.

3.1.3 Design Choices

3.1.3.1 Possible PSIRP Design Candidate

As hinted above, we have developed a preferred candidate that uses the concepts of a
rendezvous and topology agents operated by a forwarding network (that is trusted by the
rendezvous systems and ITF). This is shown in Figure 3.14. In this example (for simplicity), we
assume that a single forwarding network operator can be found to meet the trust requirements
of the rendezvous systems and the selected ITF, although in reality the rendezvous and
topology agent can be operated in different forwarding networks with a peering arrangement
and trust relationship.

This design uses both of the options presented in patterns A4 and B3 to allow the forwarding
network operator to act as an intermediary between the publisher and both the rendezvous
and ITF systems. Such a forwarding network may be an ISP and is likely to have a contractual
or other direct relationship with the publisher that allows the forwarding network to select the
mode to operate in. It should also be a large enough commercial organisation to make the
establishment of trust relationships with rendezvous and ITF providers feasible.
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s &

Forwarding path
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Figure 3.14: Design Candidate

Technically, the choice of forwarding network in which to operate the trusted intermediary
Agents can be made at run-time in two ways. The first method involves manual selection by
the publisher. If the rendezvous system or the ITF refuses to directly interact with the
publisher, the publisher can route its communications through a forwarding network that has
the appropriate level of trust. This forwarding network does not have to be the attachment
network or ISP, but may provide rendezvous identifiers to enable remote publishers to connect
to its rendezvous or topology agents. This presents a bootstrapping problem since it assumes
that the publisher is able to create a forwarding path to such agents. This can be overcome by
using a rendezvous system for the agents, which freely grants the locations and subscriptions
of these Agents and an ITF, which likewise openly constructs forwarding paths to such agents.

The second approach uses more automation in the network. The publisher sends its
rendezvous requests to a local forwarding network whose rendezvous agent makes a decision
about whether it is able to handle such a request. If it believes it is not trusted to receive all
subscriber information from the rendezvous systems it may forward the request to another
network. This approach is not so different to the layered rendezvous architecture of PSIRP,
with the exception that results will not be returned to the publisher, but instead only returned
back as far as there is sufficient trust. This may then result in multiple rendezvous agents at
different levels into the rendezvous network holding subscriber results on behalf of the
publisher, which they are unable to pass on. These results may be sent separately to the ITF.

Both the manual and automatic modes can work together with the publisher making the first
choice of forwarding network rendezvous agent, and then the request being cascaded further
into the rendezvous network.

In the request to the rendezvous agent, the publisher includes a choice of ITF. Alternatively,
the rendezvous agent may insert its choice if no explicit choice is made by the publisher. If the
rendezvous agent is operated by the ISP, it is likely to be in a good position to choose a
suitable ITF with whom they have a good trust relationship. If the request is passed to further
rendezvous agents, then the choice of ITF must be respected by these agents (as otherwise
subscriber information would be sent to different ITFs). In this design, we make the
assumption that the publisher will have control over the ITF choice since otherwise we would
have to negotiate between the preferences of multiple subscribers.

Any rendezvous agent that receives a request from a publisher will first gather as much
subscriber information as possible from the available rendezvous systems. It then contacts the
ITF directly and passes to it both the subscriber information and the publisher preferences.
Along with this information, the rendezvous agent includes a method to contact its preferred
topology agent.
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The rendezvous agent can also act as a cache and aggregator. For example, if a Publisher
request is already “covered” by previous publisher requests, then it may not be necessary to
involve the rendezvous systems. In addition, if a topology agent already has the required
forwarding information, it may not even be necessary to contact the ITF.

The ITF decides how much it trusts the nominated topology agent. It then calculates one or
more forwarding paths or path segments in order to fulfil the ITF request. This information is
then passed to the nominated topology agent. As mentioned above, this topology agent does
not need to reside in the same operator network as the rendezvous agent. For example, the
topology agent may be nearer to the publisher (for example in the ISP network) for network
efficiency.

Upon receiving the path information from the ITF, the topology agent decides how much it
trusts the publisher, which originated the request (publisher credentials can be carried in the
messages through the rendezvous agent and ITF). It then chooses between the following
options:

e Not to service the publisher and to return an error message. This is unlikely since the
rendezvous agent has already accepted the publisher request.

e To hold the path information returned from the ITF itself and provide the publisher with
a separate path to the topology agent (which of course can be distributed throughout
the network for scaling and path efficiency)

e To provide some or all of the path information to the publisher so that it can operate its
own forwarding.

It should be noted that even if a publisher interacted with the rendezvous systems and ITF
directly, it may still nominate a topology agent to hold forwarding path information on its
behalf.

Once a forwarding path is established, we also need to consider how the path reacts to
subscriber churn and mobility. Changes to subscriber information (in terms of destination
networks) will arrive via the rendezvous systems to the publisher or rendezvous agent. These
parties can then re-contact the ITF to request that the inter-domain path is updated. Changes
to the path information are then sent by the ITF to the topology agent of the publisher.

If a topology agent holds forwarding path information, then we must also consider the
retention of forwarding information. One mechanism would be for the publisher to express how
long it requires the forwarding path (in terms of time or number of packets). The topology
agent will grant the publisher an initial allowance and may then require additional refresh
handshakes with the publisher to ensure that the forwarding state is still required.

If a publisher is mobile, the link provided to the topology agent may be updated without
changing the rest of the forwarding information held by the topology agent. If the publisher
roams too far, then the inter-domain path information may be transferred to another topology
agent. Ultimately, the publisher can initiate a new request if it moves between networks.

3.1.3.2 Example Operation?

1. The publisher sends its intent to publish to the rendezvous agent in the forwarding
network (ISP) it is attached to. This request may be passed along a chain of such
rendezvous agents until it reaches one trusted by the rendezvous system to which the
request refers. This request contains the publisher’s preferences/policies for both the
rendezvous and the ITF functions.

2. The rendezvous system adds subscriber information to the request and returns the
message to the trusted rendezvous agent nearest to the publisher.

2 Note that although the terms ‘send’ and ‘receive’ are used in the example below, these actually consist of a
previous subscription from the receiver and a subsequent publication.
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The rendezvous agent(s) pass the request to the ITF.
The ITF adds route information to the message and returns it to the topology agent.

The topology agent makes the final route decision. It constructs a forwarding path from
the publisher to the topology agent and returns it to the publisher.

3.2 The Problem of Un-Subscription

In the PSIRP architecture as presented in D2.3, the rendezvous and forwarding functions are
cleanly separated and may be operated by different business organisations. This offers
advantages, such as being able to operate very efficient forwarding paths, but presents the
complication that subscriptions and un-subscriptions are sent via the rendezvous function and
are not visible or enforceable by the forwarding networks. While a publisher may legitimately
decline to serve information in response to a subscription, it is not permissible that a publisher
ignores an un-subscription request and continues to bombard the subscriber.

In this section, we investigate the problem further and look at architectural alternatives (and
complementary approaches) to the problem of un-subscription.

3.2.1 Components in the Problem Space of Un-subscription

3.2.1.1 Rendezvous

The rendezvous function is responsible for registering subscriptions and providing attachment
network information to the Inter-Domain Topology Formation (potentially via the publisher or
publisher attachment network). As such the rendezvous function does not have information
about the forwarding topology or the link identifiers that are used in the construction of the
forwarding label (zFilter). Such information is shared by the forwarding networks with the
topology manager for each domain, while inter-domain links are shared with one or more ITF
operators.

3.2.1.2 Forwarding

The forwarding network is responsible for forwarding publications across its network to
subscribers attached to it. When a publisher has already interacted with the Topology
Manager, this process is as simple as matching the zFilter against outgoing link identifiers. In
this mode, the forwarding elements have no knowledge of subscribers, but are merely
forwarding traffic along a pre-calculated multicast tree.

Where traffic is arriving from another network, it is likely that the ITF does not have an intimate
knowledge of the subscriber’'s attachment network. Therefore, finer-grained subscriber
location information is required in order to perform the intra-domain forwarding. In order to
perform this operation it is clear that the forwarding network needs to reference a local
rendezvous function for subscribers attached to it. This does not preclude the use of additional
foreign rendezvous providers to which the subscriber also register its subscriptions. The local
rendezvous function will operate in conjunction with the local Topology Manager to construct
the intra-domain forwarding tree. Such local subscriber location and/or the constructed intra-
domain path are likely to be cached to improve the transmission performance of later packets.

The operation for a local publisher to obtain a forwarding path zFilter may be identical to that
for inter-domain traffic. However, it may also vary since the publisher is on hand to negotiate
forwarding route preferences and operate some of the path selection algorithm. Whereas a
remote publisher forwarding across multiple domains may only have knowledge of the inter-
domain path, a local subscriber may have knowledge of the intra domain path to local
subscribers.
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3.2.2 The Problem of Un-subscribing

If a subscriber chooses not to receive further information, it may unsubscribe from the
information identifier. Like the subscription, this request is sent to one or more rendezvous
providers, presumably including a local rendezvous function for the attachment network. Once
the subscription state is removed from the rendezvous system, new publishers will not be able
to acquire forwarding trees to these ex-subscribers.

The problem is simply that previous publishers may still have valid forwarding paths. This may
be because they hold a valid zFilter, or because such forwarding state is still maintained in the
network after the un-subscription (for example a cached intra-domain forwarding path for inter-
domain traffic). This may result in a situation where the subscriber receives information in
which it is no longer interested. Obviously, the situation can be exploited by malicious
publishers for denial-of-service attacks or other types of abuse.

3.2.3 Approaches to Un-subscription

There are a number of potential approaches to ensuring that the subscriber is not subject to
information overload or abuse (much) beyond the un-subscription.

3.2.3.1 Time-Limited Publisher Capabilities

The network may grant the ability to send traffic into the network for a limited time period. After
the period expires, the publisher (or other network function) must reference the rendezvous
system to check that the subscription is still valid before extending the right to publish. These
capabilities may be checked at the network edge, but can also be integrated into the Packet
Level Authentication scheme and checked at multiple enforcement points in the network. This
approach is shown in Figure 3.15.

:Rendezvous <——{ Subscriber ]

Trust

 App/Host ITF

 Forwarding
PLA

Figure 3.15: Rendezvous Network trusts Forwarding Network

The problem with this approach is that the time window may not be sufficiently small to protect
the interests of the subscriber or sufficiently large to operate an efficient network. It is
therefore desirable to complement a publisher capability approach with an immediate
subscriber-side protection mechanism.

3.2.3.2 Time-Limited Network State

If forwarding state is held within the network (such as an intra-domain multicast path to
subscribers), then this state must be refreshed at a minimal interval. This will apply, for
example, to cached intra-domain forwarding tree information for inter-domain traffic as shown
in Figure 3.16. It will also apply to network held inter-domain paths (for example, where the
publisher is not trusted to hold or operate the inter-domain path selection).
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Figure 3.16: Rendezvous and Topology State Cached in Final Forwarding Network

The problems are the same as for time-limited publisher capabilities, except the result may still
be that traffic is forwarded into the network before being dropped. At first it seems that this
approach does not offer any benefit beyond the time-limited publisher capabilities. It should,
however, be remembered that the local forwarding network is likely to have an immediate
relationship with the subscriber and act on their behalf (as a direct customer). Limiting
publisher capabilities closer to the publisher (such as at the publisher ISP) requires a chain of
trust between the subscriber and publisher networks. We should also bear in mind that
network state retention will have to be managed. Thus such a solution will have to be
implemented for network state scalability.

3.2.3.3 Time-Limited Forwarding ldentifiers

A slightly different solution is to change the Forwarding or Link identifiers used in the network
at set (but not necessarily the same or synchronised) intervals. This will invalidate any
forwarding path state held by either the publisher or by the network elements. These parties
will then need to re-apply for a new forwarding path, which will not include any ex-subscribers.
This approach may also be desirable to prevent attacks on the network that attempt to
calculate the network topology and link identifiers.

One problem of operating this approach alone is that applications will need to detect packet
loss before requesting a new forwarding path. This is wasteful in terms of network usage and
may not be tolerable to certain applications. Thus it is likely to be combined with some sort of
edge or publisher timer mechanism to request new forwarding paths before the old one
becomes obsolete.

3.2.3.4 Triggered Un-subscription (Rendezvous)

The un-subscription request may be propagated through the rendezvous systems to those
parties that requested subscriber information. These un-subscription notices need only be
conveyed when the last subscriber leaves a location (for example a local broadcast network,
or an attachment network for the inter-domain requests).

Trusted network components (such as a topology agent in the publisher’s attachment network
or the intra-domain routing agent for traffic arriving from inter-domain) will respect the ‘cease
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and desist’ notice and recalculate the forwarding path. In most cases the publisher itself
cannot be relied upon to behave appropriately when receiving an un-subscription request.
Thus, as discussed in the section on Inter-Domain Topology Formation, a trusted agent can
be used to hold the forwarding path state and refresh this as required by un-subscription
requests. This is shown in Figure 3.17.

Rendezvous

Inter-domain

Trusted Agent

Publisher

Figure 3.17: Use of Trusted Agent

Regardless of other mechanisms, un-subscription requests should always be sent to the
rendezvous function in order to ensure that new publishers do not receive stale subscriber
information (or that information is received in previous locations for mobile subscribers). In
addition, subscriber information should be ‘timed out' from the rendezvous system to protect
rendezvous state since subscribers cannot always be relied upon to unsubscribe.

Problems include the holding of valid network forwarding state by untrusted parties (such as
the publisher) and the delay in propagating the un-subscription notice through the rendezvous
function.

3.2.3.5 Triggered Un-subscription (Forwarding)

Due to the delay in propagating an un-subscription request through the rendezvous system,
we can consider that this should be combined with an un-subscription request sent to the
forwarding network. This may result in either the Forwarding Identifier of a link changing (and
hence traffic being dropped before reaching the subscriber) or the installation of a temporary
block on a forwarding identifier (until such time as one of the other mechanisms described
above takes over) as shown in Figure 3.18.

Subscriber ]

Subscriber ] Continuing
subscriber

Subscriber ]

Figure 3.18: Un-subscription Request back into Forwarding Network
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The advantage of this scheme is that it is immediate, although it may result in traffic being sent
into the network that is later dropped (if there are no other live subscribers in that area of the
network). In the next section we discuss how this may be achieved in more detalil.

3.2.4 Unsubscribing Using a Reverse Forwarding Path

When a subscriber chooses to no longer receive information it will unsubscribe using the
rendezvous identifier (and scope identifier) to the rendezvous function. This function should
encompass all rendezvous systems, which previously held the subscription registration and
should include a local rendezvous system for the local attachment network. This de-
registration from the rendezvous function is required to ensure that new publishers do not
include the ex-subscriber in their path formation.

At the same time the subscriber informs the local forwarding node (e.g. the attachment point)
of their instruction to unsubscribe. This assumes that the unsubscribing host is not multi-
homed, in which case the hosts should wait for a publication packet to arrive in order to
identify to which attachment forwarding node to send the un-subscription request (although it
is possible to flood the un-subscription request to forwarding nodes that may never see a
publication). The local forwarding node cannot simply change the forwarding identifier used by
the subscriber since other subscribers may also be present (in a broadcast network). In
addition the same forwarding identifier may also be used for different items of information that
the subscriber still wishes to receive.

Ideally, the forwarding identifier would become obsolete and the remaining subscriptions (for
either the ex-subscriber or other hosts) would be transferred to different forwarding identifiers.
However, since this would involve co-ordinating publishers and/or network forwarding state
(e.g., in topology managers) this would not be any more efficient than the un-subscription via
the rendezvous system. As a local (forwarding network) solution that can react more quickly to
unsubscribe requests, we can consider that traffic is bridged locally to new forwarding
identifiers or that information blocks are installed into the forwarding network.

If the final link is a broadcast network, there is no advantage in changing the forwarding
identifier if other subscribers remain, since the ex-subscriber may gain the same benefits by
not listening to the broadcast. However, if no other subscribers remain, or the host has a
dedicated link, then changing the forwarding identifier will stop unwanted traffic from arriving at
the host interface. In order to achieve this, the attachment forwarding node may be
subscription aware, managing a tally of current subscribers against rendezvous identifiers.

Instead of storing subscription state, an alternative would be to allow subscribers to co-
ordinate. Thus a subscriber who sends an unsubscribe message to the forwarding node may
be overruled by another subscriber asserting that the broadcast forwarding identifier should
still be maintained. This would avoid the requirement for subscription state in the forwarding
elements, although it may cause problems for subscribers that have a poor or intermittent
edge connection. Once it is determined that no other subscriber sharing the forwarding
identifier is receiving information for the rendezvous identifier, then the forwarding identifier
may be removed. If any subscribers are using the same forwarding identifier for other items of
information (via different rendezvous identifiers) then they must be informed of a new
forwarding identifier set to listen for their remaining subscriptions.

To do so, the edge forwarding node may replace the forwarding identifier and re-attach the
subscribers to this new identifier. It must then direct all traffic not for the unsubscribed
rendezvous identifier, but with a zFilter matching the original forwarding identifier over the new
forwarding identifier.

A largely equivalent technique would simply be to leave the forwarding identifier but to install a
block for traffic bearing the unsubscribed rendezvous identifier. One problem is that this block
cannot be propagated into the network beyond the point where other continuing subscribers
exist. Another problem is that new subscriptions would also need to be propagated into the
network in order to remove the block (or move it to the point where it only applies to the
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unsubscribed party). Where the block may be propagated along a reverse path created by
received packets, there is no way for a new subscription to be propagated, other than to flood
the network (to a determined number of hops) since the new subscription may not be entering
the network at a point where it is known that there is an upstream block.

As an alternative to using the rendezvous identifier to block traffic we can also consider a
partial un-subscription where the zFilter is used as the blocking pattern. In this case, the
subscriber is electing to unsubscribe from information sent from a particular network path
instead of information mapped to a rendezvous identifier. Although this seems interesting at
first (e.g., as a way of mitigating against denial-of-service attacks), it is worth noting that for
inter-domain traffic the zFilter may be identical for multiple publishers attached to the same
ISP (if the inter-domain routing is visible) or even for all traffic arriving on the local forwarding
network at the same peering point (if the inter-domain path is removed at the final domain).
This approach still shares the same problems of how to ensure that such blocks do not affect
other (current and future) subscribers.

Any blocks or redirects have to be maintained until either a subscriber (re)joins the
rendezvous identifier, or until a time window elapses. This window should be sufficiently long
so that it can support one of the other un-subscription mechanisms discussed earlier.

Blocking unsubscribed traffic at the edge of the network, although beneficial to the
unsubscribed host, does not benefit the forwarding network. Ideally the traffic would be pruned
as close to the publisher as possible. Thus, un-subscription notices may be propagated
backwards into the network. The problem is that this cannot be performed (without wasteful
flooding) until publications arrive, since there is no knowledge in the network of where
publications about a particular rendezvous identifier may originate. When a publication arrives
at an edge forwarding node (or end host) which currently has an un-subscription block in
place (for all matching forwarding identifiers in the zFilter), the node may propagate the un-
subscription request back into the network. Each forwarding node along the reverse path must
check to see if it has other potential subscribers and only propagate the un-subscription
request further if it has received un-subscription requests from all forwarding branches that
match the zFilter. Since new subscriptions must be flooded the blocks should only be
propagated in a predetermined number of hops.

3.2.4.1 Using composable and RId dependent Flds

In-packet Bloom filters (iBF) can be used to create the following two properties for forwarding
identifiers:

1. The forwarding identifiers can be expressed as unicast paths and the source can combine
those into a single (or multiple) multicast tree(s) by bitwise ORing them together.

2. The forwarding identifier may be tied to a particular rendezvous identifier for a specified
time period.

The latter is accomplished by each forwarding element having a periodically changing key that
is used, in combination with the RId, to compute the identifiers used to making local
forwarding decisions. The identifiers can be created in such a way that there is a return
channel on the forwarding path, which the receivers can use to replenish the subscription.
This approach reduces the scope of rendezvous into a facilitator for initiating communications
between publisher and subscriber. The rendezvous itself does not need to maintain state for
on-going communications.

The composability of Flds ensures that the subscribers do not depend on each other, and the
use of in-packet Bloom filters means that no publication/subscription related state is required
in the forwarding elements. However, in the face of a denial of service attacker, the un-
subscription may either take some time (for the forwarding elements to change their keys), or
a helper function in the network will be needed. The purpose of the trusted network based
helper function would be to gather the subscriptions and perform the composition. Then, it
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would forward the composition concatenated with a set of zero's and encrypted to the
publisher. Hence, once the helper function receives an unsubscribe request, it can remove the
receiver from the composition before forwarding the new forwarding id to the publisher.

3.2.5 Discussion

The PSIRP network should always operate un-subscription via the rendezvous system since
the purpose of the rendezvous system is to maintain rendezvous state. However, this alone is
not sufficient since (a) the publisher may not be trusted to cease activity and (b) the latency
may be unsuitable for some applications. The use of either time-limited publisher capabilities
or time limited network state or forwarding identifiers is an effective remedy against (a). The
use of time-limited publisher capabiliies can be combined with the Packet-Level
Authentication work and the security framework already reported in D2.4. This approach also
stops the publication as early as possible without consuming network resources. Changing the
forwarding identifiers provides a second line of defence and prevents targeted network attacks
that require knowledge of the forwarding identifier topology while network state will have to be
time-limited to avoid state scalability problems.

A simpler solution would always be to ensure that a trusted part of the network will respond to
the un-subscription through the rendezvous system. This may result in the immediate re-
creation of the local network forwarding path. In addition, we have already described in the
section on ITF operation how local agents within the forwarding network may increase the
level of trust in publisher operations. Such a topology agent can also be employed to reliably
react to un-subscription requests.

The reverse forwarding path un-subscription request, described above, can be used as a
short-term mechanism to provide low latency un-subscription response. It does not provide a
complete solution since to do so would require the propagation of un-subscription requests
through the network to the publisher and the maintenance of long-term (un)subscription state
in the forwarding network. Even in this case it cannot prevent the first packet arriving from the
publisher. Although we have discussed that it is not feasible to propagate information blocks
very far into the network, this may not be such a drawback if the density of the remaining
subscribers is high.

3.2.6 Unresolved Weaknesses

Even if all the mechanisms above are operated, there remains a limited opportunity to perform
attacks. Distributed Denial-of-Service attacks may still overwhelm the ability of an end-host to
unsubscribe. Although each separate attack stream may be quenched (if the host has the
capacity to do so fast enough) the un-subscription blocks may not be carried deep enough
into the network to provide uncongested routes for legitimate traffic. This is particularly a
problem if other nearby hosts fail to react to the attack and are therefore still considered to be
valid subscribers. Another concern is that any security mechanism is itself a means for attack.
Thus, attackers posing as subscribers may attempt to overload the un-subscription
mechanisms by selectively subscribing/unsubscribing and causing cascades of control
messages through the network. Indeed, bogus subscribers may send unsubscribe
notifications to the forwarding network since it has no direct knowledge of authorised
subscriptions (although it has authorised attachment) in an attempt to overwhelm the edge
forwarding node with un-subscription state. A malicious publisher acting in concert can then
target nodes deeper into the network. Adding subscription validity checks would detract from
the low latency operation of the forwarding network un-subscription mechanism and only
provide an alternative opportunity for attacks.

3.3 zFormation

The zFilters are vulnerable to replay attacks, in which an attacker uses a given zFilter for
traffic it was not meant for. Second, it is also possible to perform a correlation attack by
combining knowledge from several zFilters to compute information about link identifiers. This
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will enable an attacker to guess at least a partial path to a target it has not been authorized to
send to. Finally, an attacker may be able to inject traffic to an existing zFilter if he can guess
(or compute) a zFilter that leads to the path described by the zFilter.

To solve the abovementioned problems, Bloom filters can also be built using dynamic link
identifiers or edge pair labels [Est09]. Instead of using a static forwarding table, which
indicates the LIT for a given outgoing link, the router has a local secret key K and an
enumeration of its neighbours. It uses these to compute an edge pair label with a function Z(K,
#in, #out, F) where F is information from the packet, e.g., RId, and Z a secure cryptographic
function that is fast to compute (e.g., a spreading hash function). The dynamic computation of
link identifiers makes it possible to have secure forwarding identifiers that depend on the RId
on the packet. Hence, a node cannot use a given Fld, RId pair for sending packets with some
other RId. Additionally, both incoming (#in) and outgoing link (#out) are used for computing
the edge-pair label. This makes it more difficult for the attacker to perform an injection attack.

This approach still leaves a slight possibility for combining existing zFilters that describe
crossing paths, assuming that the attacker is capable of getting zFilters with a chosen F (e.g.
between attacking nodes). This can be prevented, if each router performs a secure bit
permutation on the zFilter of every packet it forwards. The bit permutation needs to depend on
F and local secret key to prevent an attacker from using a correlation attack to gain
information on the permutations used. The effect of using bit permutations is to prevent an
attacker from combining zFilters that have a different root in the network.

3.4 Identifiers

In this section, we address two issues related to identifiers in the context of the PSIRP
architecture. The first relates to general design considerations for identifiers while the second
focuses on the specific usage of so-called algorithmic identifiers [PSI09].

3.4.1 Design Considerations for Identifiers

While there is possibly a longer list of design considerations for identifiers, the following
section focuses on two crucial considerations, namely those for long-term as well as variable-
length identifiers.

3.4.1.1 Long-term Identifiers

Using rendezvous and scope identifiers with the P:L structure (similar to DONA, see also
[PSI10]) as long-term identifiers is problematic, since the security mechanism implementation
is coupled with the identifier itself in the form of a public key that can be compromised or lost.

The probability of key leakage can be reduced with delegation. In that case, the master key,
which is part of the identifier, is stored offline and delegated keys are used for the actual
communication. Security may also be improved by storing cryptographic keys into a secure
separate hardware store inside the node. Therefore, even if the node is compromised, the
attacker could not read the corresponding private key.

However, the abovementioned solutions are not completely sound, and therefore they are not
suitable for applications that use the network level identifiers as the sole identity of a
persistent entity. For example, in a distributed application, the identifier may be scattered in
multiple systems and changing the identifier may become unmanageable. One solution is to
use the application identifier as a long-term identifier, and treat Slds and RIds as more or less
temporary network level secure identifiers. Even if the RId is changed, a resolution service
with an orthogonal security mechanism (such as manually configured trust hierarchy) would
resolve the application identifier to another RId. This is analogous to using DNS names
instead of IP addresses as a way to permanently refer to the servers in the current Internet.
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3.4.1.2 Variable-length Identifiers

In PSIRP, RId and Sld form the identification means for the narrow "waist" of the architecture
and they are used by all functions of the system to identify publications and scopes. Because
the basic identifiers are fixed in length, it is not possible to encode arbitrary semantic
information in them. In some cases, when the structure of the information is known
beforehand, it is possible to use algorithmic ids (Alglds) to generate the Rlds on the subscriber
side, but in general, variable-length identifiers are needed. Of course, it would be possible to
implement the functionality of variable-length identifiers using only fixed length identifiers, but
this would require additional message exchanges, adding a round-trip time to the latency and
giving up the possibility of locality (using caching), which is unsuitable for some interactive
applications.

For example, a map application could embed GPS coordinates in a URL that names the
content associated with the map coordinates. In such cases, the data is probably stored in a
sparse data structure on the server side and generated on-the-fly based on requests.
However, the application is still data-centric in nature and it is possible to cache the results in
the network based on the hash of the identifier. The network does not need to interpret the
identifiers and the end-to-end principle is adhered to, but the full variable-length identifier must
still be contained in the subscription and rendezvous messages so that the data source and
scope home can construct the data based on the embedded information. Note that it is not
enough to just store the hash of the identifier, as it is not possible to decode the semantic
information back from the hash on the publisher side. In payload messages, the Rlds can
simply be replaced with short hashes.

It should be possible to have multiple naming schemas for application level identifiers (Alds),
which are then mapped to Rlds/Slds by some external means based on different application
requirements. Some of these identifier types can have variable-length names for content.
Therefore, we could specify an extended RId label that can be optionally included in the
payload of rendezvous and subscription messages and is used to identify the data together
with the RId contained in the message header.

3.4.2 Update on Algorithmic Identifiers

3.4.2.1 Identifiers

The PSIRP architecture is information agnostic — information may have explicit or implicit
relationships, defined on any number of levels including application, end user, transport and
ontologies [PSI09]. As such, it would be useful to be able to relate this information either
explicitly or implicitly, to which there are two technical approaches - relationship tags and
AlgID’s.

3.4.2.1.1 Algorithmic Identifiers (Algld’s) and Relationship tags

The term algorithmic identifier (or Algld) refers to identifiers or graphs of identifiers that can be
created through automated algorithms. End hosts could use the same algorithms to generate
other related identifiers to enable, e.g., information subscription.

Relationship tags are used to describe tags applied t